
 

 

Job description 
 

Our value is in our employees – smart, passionate, perceptive and fun people.   
 

Learn and Grow with us! Our innovations and employees impact the growth, success, and 
direction of our client’s mission and our company. We all share a true passion for technology 

and enjoy working together to protect information systems, develop solutions, share ideas, and 
exchange knowledge. We celebrate diversity and the unique perspective each team member 
brings to his/her job, team, and community. We are currently seeking talented and motivated  

Computer Forensics Consultants for full or part-time positions.   
 
Essential Functions:   
Computer Forensics 
Discovery Advisory Services 
Document Review Services 
Electronic Discovery 
 
A Computer Forensics Senior Consultant can expect to: 

 Supervise engagement work-streams involving evidence collection and preservation 

and forensic investigations, 

 Define resource requirements, project workflow and budgets 

 Handle billing and collections 

 Ensure that Quality Control processes are followed and maintained on engagements 

 Mentor and serve as a technical resource to consultants 

 Lead RFP responses, and formulation of Engagement Letters and Statements of 

Work 

Required: 

 Conduct detailed analysis of intrusions and malware: Performs forensic analysis of 

digital information and physical evidence.  

 Provides specialized support by gathering, handling, examining, preparing, entering, 

searching, retrieving, identifying and/or comparing digital and/or physical evidence.  

 Uses forensically sound procedures to determine results.  

 Observes proper evidence custody and control procedures, documents procedures 

and findings and prepares comprehensive written notes and reports.  

 Develops, researches, and maintains proficiency in tools, techniques, 

countermeasures, and trends in computer and network vulnerabilities, data hiding, 

and encryption  

 Utilizes software applications for the analysis and processing of digital images.  



 

 

Background:  

 General Experience: Eight (8) years of experience LANs, WANs, VPNs, firewalls and 

other security and network devices.  

 Capable of assessing and evaluating new Information Assurance (IA) and network 

technologies and IA-enabling products.  

 Experience leading a team, developing and following team procedures.  

 CISSP, GIAC Certified Enterprise Defender Information Security Professional, Cisco 

CCNP Security Certified Ethical Hacker (CEH).  

IA Experience:  

 Four (4) years of experience network monitoring, intrusion detection, reactive 

measures and prevention, security assessment methodologies, security vulnerability 

analysis, data encryption, IA Tools and SOC operations.  

 Knowledge of Cyber Threats and mitigation strategies, TCP/IP, packet capture, 

scripting, IPS and IDS signatures.  

 Systems analysis experience designing technical applications on computer systems.  

Forensics Experience:  

 Strong background fusing technical exploitation into all source intelligence products 

Experience or formal training in Biometric/Forensic Systems, collections, and 

databases/architecture Experience or formal training in Biometric/Forensic Systems, 

collections, and databases/architecture.  

 Extensive knowledge of how Technical Exploitation enables the Intelligence Cycle.  

 Strong technical experience in troubleshooting personal computers and servers 

 Demonstrated technical excellence 

 A strong understanding of Windows based systems including installing, 

troubleshooting, and networking. Linux and UNIX experience is a plus 

 Proficient in the knowledge of EnCase or Forensic Toolkit or SMART or open source 

(Linux) forensic tools such as SIFT 

 An understanding of data collection & preservation principles 

 Must possess a consultative orientation and ability to deliver a broad range of 

innovative and value-added services 

 Demonstrated ability to provide services involving accounting and business 

consulting projects; participate in client presentations when necessary 

 Proficiency with Microsoft Excel, Word, and PowerPoint  

 The ability to describe complex technical concepts and ideas to in non-technical 

terms 



 

 

Preferred: 

 Professional demeanor and strong communication skills, both written and oral 

 An understanding of file system types and hard disk drive structures 

 An understanding of networking concepts and experience in working with networked 

systems. 

 Strong networking and TCP/IP skills are a plus 

 EnCE, CFCE, CHFI, COMP TIA A+ certifications 

 Law enforcement or investigative experience is a plus 

Knowledge, Skills, Qualifications and Experience: 
 
Required: 

 Bachelor's degree.  

 5+ years of experience in Cyber (Information) Security 

 5+ years of technical experience across various technologies and architectures 

including web, networks, infrastructure, manufacturing equipment, mobility, computer 

applications, and information security. 

 
Education and Certification Requirements:  
 
Bachelor's degree or equivalent experience in a computer science, information systems, 
engineering, or other related field.   Relevant and current industry certifications in information 
security, cybersecurity and risk management. 
 
 
CyberSecurity for Hire, LLC is an Equal Opportunity/Affirmative Action employer. All 
qualified applicants will receive consideration for employment without regard to race, 
color, religion, sex, sexual orientation, national origin, disability or protected veteran 
status, or any other legally protected basis, in accordance with applicable law. 


