
 

 

Job description 
 

Our value is in our employees – smart, passionate, perceptive and fun people.   
 

Learn and Grow with us! Our innovations and employees impact the growth, success, and 
direction of our client’s mission and our company. We all share a true passion for technology 

and enjoy working together to protect information systems, develop solutions, share ideas, and 
exchange knowledge. We celebrate diversity and the unique perspective each team member 
brings to his/her job, team, and community. We are currently seeking talented and motivated 

Security Assessors/Compliance Specialists for full or part-time positions.   
 
Essential Functions:   

As a global cyber security expert in security measures and compliance, the role will 

institutionalize/implement full life cycle compliance and governance frameworks which 

includes tasks such as: ownership of cyber security assessments, partnering with 

stakeholders to acquire needed cyber-related information, tracking progress against 

vulnerability remediation plans, reporting results at all levels in the organization, 

understanding (functional/technical) integration/connections, performing information 

security risk analysis based on functional and technical/architecture findings, developing 

information security risk rating and reporting back business sponsors. This position will 

also conduct on-site visits as needed to perform information security assessments and 

report findings. This role is a blend of functional, business, and cyber technical skills that 

enable a deep dive into technology and technical/functional architecture to verify 

information security capabilities. 

The key responsibilities of the role are as follows: 

 Own reviews (functional/technical) throughout the entire assessment life cycle. 

 Conduct information security risk and vulnerability assessments 

(functional/technical) to identify vulnerabilities, risks, and protection needs in order to 

generate a risk rating and potential functional and technical mitigations. 

 Apply technical expertise to drill deep down into a wide variety of 

technologies/architectures utilized to understand impacts/risks to client IS/IT 

systems. 

 Determine information security requirements/leading practices for new 

technical/functional areas of assessments. 

 Assess the client’s information security risk posture (functional/technical) to ensure 

compliance with information security/cybersecurity guidelines and industry leading 

practices. 



 

 

 Present findings (functional/technical) to various stakeholders and levels throughout 

the organization. 

 Partner with third parties to suggest/recommend potential mitigation solutions for risk 

areas. 

 Facilitate alignment across diverse parties and business units. 

Preferred Skills: 

 Candidates will be evaluated based on their ability to perform the duties listed above 

while demonstrating the functional and technical skills and competencies necessary 

to be highly-effective in the role. These skills and competencies include: 

 3rd party assessment skills to evaluation functional and technical capabilities. 

 An understanding of business needs and commitment to delivering high-quality, 

prompt, and efficient service to the business. 

 In depth technical experience and knowledge of infrastructure technologies, network, 

web, computing, cloud services, manufacturing equipment, mobile devices, and 

information (cyber) security. 

 Comprehensive technical and functional understanding of various security solutions, 

technologies and industry-leading practices. 

 Strong verbal and written communication skills that positively impact relationships 

with key businesses' and stakeholders. 

 Excellent prioritization capabilities, with an aptitude for breaking down complex work 

into manageable parts, effectively assessing the priority and time required to 

complete each part. 

 An ability to work on several tasks simultaneously. 

 Strong decision-making capabilities, with a proven ability to weigh the relative costs 

and benefits of potential actions and identify the most appropriate one. 

 Strong ability to effectively influence others to modify their opinions, plans, or 

behaviors, with an emphasis on collaborating across multiple teams and ensuring 

program needs are satisfied through interpersonal and trusted communication. 

 Effective ability to identify and assess the severity and potential impact of risks, and 

communicate risk assessment findings to risk owners outside Information Security. 

Communication should consistently drive objectives, relying on fact-based decisions 

about risk that optimize the trade-off between risk mitigation and business 

performance. 

Knowledge, Skills, Qualifications and Experience: 
 
Required: 



 

 

 Bachelor's degree, master's degree preferable. 

 5+ years of experience in Cyber (Information) Security 

 1+ year of experience in 3rd Party compliance and/or governance. 

 5+ years of technical experience across various technologies and architectures 

including web, networks, infrastructure, manufacturing equipment, mobility, computer 

applications, and information security. 

Desired Qualifications: 

 At least one of the following certifications is highly desirable: Certified Information 

Systems Security Professional (CISSP), Certified Information Systems Auditor 

(CISA), Certified in Risk and Information Systems Control (CRISC), Certified in the 

Governance of Enterprise IT (CGEIT). 

 3+ years of experience in an IT Audit, Enterprise Risk Management (ERM), or 

Information Security Risk Assessment role. 

 5+ years of experience with regulatory compliance and information security 

management frameworks (e.g., IS0 27000/27001, COBIT, NIST 800, etc.). 

 5+ years direct technical experience with one or more security-related regulatory or 

industry standards (HIPAA/HITECH, SO, PCI-DSS, etc.). 

 Advance Microsoft Excel spreadsheet skills. 

 
Education and Certification Requirements:  
 
Bachelor's degree or equivalent experience in a computer science, information systems, 
engineering, or other related field.   Relevant and current industry certifications in information 
security, cybersecurity and risk management. 
 
 
CyberSecurity for Hire, LLC is an Equal Opportunity/Affirmative Action employer. All 
qualified applicants will receive consideration for employment without regard to race, 
color, religion, sex, sexual orientation, national origin, disability or protected veteran 
status, or any other legally protected basis, in accordance with applicable law. 


